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What is  a Blockchain
Block …Blocks … Blockchain



A Block

Decrease number of books
on stock with 3

#



A Blockchain #books = 0 + 10 – 6 – 1 + 12 + 4 – 8 – 3
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#books = 0

#books + 10

#books - 6

#books - 1

#books + 12

#books + 4

#books - 8

#books - 3

Computing from Oldest block
to Newest block gives the

current Value of a Key

+
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A Blockchain



Where’s the
Business Logic ?

Well …………
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Is a Blockchain a Blockchain ?

Permissionless Blockchain Permissioned Blockchain

No 3th Party

Fast (10 trx/sec)

No Tampering

Open

Anonymous

No 3th Party

Fast (100’s to 1000’s trx/sec)

No Tampering

Invitation

Authenticate / Privacy

Mining Consensus



Chaincode
Implements Smart Contracts
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<Chaincode>

It adds “Conditions” to the Blockchain

The Business needs to define the Logic

Developers will Implement the Chaincode

Chaincode is actually a “program”
Java, Node.js or Golang



Authentication & Privacy
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How do I know that you are the one you say your are ..
Key Pair
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This Key-Pair allows “Anyone” to Check if it was You

... “Anyone” only needs the Public Key ...

Sounds like Magic … 

Private Key

Public Key



Keys
Everything you never wanted to know…
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• Marion buys a Marker

– ... With many many Caps

– She sends a Cap to “everybody”

If Marion sends you a message
written with her Marker;

You can use the Cap
to check if it’s Marion’s Marker.

Private
Key

Public
Key
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Privacy

Channels
Multi-Organization



What you need to Remember
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Channel A

Channel B

<Chaincode>

<Chaincode>



Blockchain Technology



Blockchain Technology
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No Specific Hardware

No Specific Use Case

Just Network Connectivity

Permissioned

Modular

Immutable Transactions



Hyperledger Fabric
From Download to Production Environment
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Orderer

peer0 peer1 peer2

SDK
(async)

Hyperledger Fabric

DC
3

DC
1

DC
2

CA



1
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Company C (Participant)

<Chaincode>

23Blockchain Platform 1,2,3

App Developers

Using SDK

Company A (Founder)

Company B (Participant)

Blockchain
Network

1: Create
2: Configure
3: Develop & Run



Fixing a Major Business Problem



Major Business Problem
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Company A Company B



Company C

How Hyperledger Solves this Major Business Problem
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Company A Company B

All agree on Business Process<Chaincode>



Major Business Problem
That’s it ... ?
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Append
Only

Trust
One Version of the Truth



Major Business Problem
Finished .. ?
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Batch Processing (Near) Real Time Processing



Use Cases
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Use Cases
The Basics

A B

A DB C

Something of 
Value

(Money, 
Trust, Info)

Read or 
Write

Transaction

Read or 
Write

Transaction

Read or 
Write

Transaction

Read or 
Write

Transaction
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Blockchains Sweet Spot
That’s where you want to be

Rows

Columns

Key-Value Pair

Large number of the
Same Structures

Key-Value Pairs in a Structure
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Blockchains Sweet Spot
That’s where you want to be

• Well Established

• Single Point

– Batch Processing

• Can be Tampered

• You got a logfile ..

– DB Options

– Can be Tampered

• Stores Data

• Cutting Edge Technology

• Distributed (By Design)

– Real Time Processing

• No Tampering (By Design)

• Fully Auditable (By Design)

– All Transactions (read/write/rejected)

– No Tampering

• Enforce Trust (By Design)



Blockchain Example
Herring

Oracle Blockchain Platform
28
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Traditional

Bert Gert

Application Application Application Application



Suzanne - Gert Channel
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Blockchain

€ 37 / kg

Bert Gert

Suzanne – Bert Channel
€ 31 / kg

Herring Channel

recordHerring
queryHerring
updateHolder

Application Application Application Application
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ICS Financial Systems & Arab Jordan Investment Bank
Money Transfer
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Circulor
Conflict Minerals Tracking
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CargoSmart
Maritime Shipment Documentation Process
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Certified Origins
Provenance of Extra Virgin Italian Olive Oil
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Architecture



Architecture
Freedom of Choice
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User Interface
(Technology / Framework of your Choice)

Business Processes
(Technology / Programming Language of your Choice)

• Authentication
• Endorsement Policy
• Business Logic (Smart Contracts / Chaincode)

Hyperledger Fabric SDK

Existing Solution / Program

Hyperledger Fabric SDK

Hyperledger Fabric Blockchain



Endorsement & Basic Workflow
Hyperledger Fabric



Endorsing Transactions
More or less generally on Blockchains
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Order

Execute
(by Peers)

Transactions



Endorsing Transactions
Hyperledger Fabric

41

Execute
(by Peers who

are also
Endorsers)

Order

Validate
(by Peers)

Transaction
Proposals
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Orderer

peer0 peer1 peer2

Client
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Verify Policy & Order

Organization A Organization B

1. Request 
Transaction

2. Transaction Proposal 
to 1 or many Peers

Every Peer has its own copy 
of the Ledger3. Execution of 

Transaction 
Proposal

4. Returns R/W Set: 
Key was Updated; 
Version ++; Signed

5. Endorsement response (R/W Set) 
from Peers back to Client

6. Collects Endorsement response …

7. Invocation Request to Orderer

7. Verify Policy and Order
8. “Block” send to all peers

Keys have Versions 
Numbers. Keep this in the 

back of your mind!

9. Validate and Update 
Key(s) in the Ledger

10. Inform Client with 
Success/Failure

Client Client------------------------------ Every Client has access to every Peer ------------------------------
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Verify Policy & Order

Organization A Organization B
Client

4. Validate & Update Key in 
the Ledger

A. Policy Verification 
(Update Same Key)

Version Mismatch in 
R/W Set

2. Endorsement Response 
from Endorsers

Client

3. Policy 
Verification

1. Execution Transaction 
Proposal (Update a Key)

B. Validation and update in the Ledger
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Verify Policy & Order

Organization A Organization B
Client

1. Execution Transaction 
Proposal (Update a Key)

4. Validate &Update Key in 
the Ledger

A. Policy Verification 
(Update Same Key)

B. Validation and update in the Ledger

Version Mismatch in 
R/W Set; Is already 

Version 9

2. Endorsement Response 
from Endorsers

Client

3. Policy 
Verification

Key Version 8

Key Version 8 → 9

Key Version 8 → 9

Version = 9

Version = 9

Key Version 8 → 9

Key Version 8 → 9

Key Version 8 → 9

Version = 9
Version = 9

Version = 9

Version = 9



The Ledger
Hyperledger Fabric



If TxValid == True

The Ledger
Every Channel has it’s “own” Ledger
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Blockchain

World State Database

Writing to the 
Ledger

TxValid = True TxValid = True

TxValid = False

Writing to the 
Blockchain



What are oracles & Why do we need them?
In ancient Greek mythology, oracles were known as spiritual beings & sources of infinite 
wisdom & knowledge due to their connection communication with the gods on Mount 
Olympus (the spiritual world)
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A

B

C

Non-Deterministic

Increased flexibility but creates 
problems with transparency

Deterministic

Gives it immutability but reduces 
flexibility

A

C

B D

oracle
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Orderer

peer0

Client
WrtTemp(28,x23)

Pharmaceutical

T +/- 0,001°

Func WrtTemp(FctryID, tDev)

{

t=GetTemp(tDev);

WriteValue(FctryID, t);

}
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Orderer

peer0 peer1 peer2

Client
WrtTemp(28,x23)

Pharmaceutical

T +/- 0,001°

Endorsement Policy: 3 Endorsers

RWSets are 
not equal … 
STOPPING is 
probably the 
most sensible 

thing todo

Use an oracle 

Call with FactoryID, DeviceId and 
Defined Date & Time



oracle types
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Software oracles

Hardware oracles

Inbound oracles

Outbound oracles

Consensus based oracles



Blocksize
Hyperledger Fabric
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Verify Policy & Order

Organization A Organization B
Client Client

Blocks are created by the Orderer

Orderer creates batches which become a block. 
Accumulate to n transactions and force cut-off after t milliseconds

Suppose accumulate to 1 transaction (Block will hold 1 transaction) → Low Latency / Low Throughput

Suppose accumulate to high number and batch cut-off is 10 minutes (Block will hold many transaction) 
High Latency / (Maybe) High Throughput Watch out for failed validations!

Orderer creates batches which become a block. 
Accumulate to n transactions and force cut-off after t milliseconds

Suppose accumulate to 1 transaction (Block will hold 1 transaction) → Low Latency / Low Throughput

Suppose accumulate to high number and batch cut-off is 10 minutes (Block will hold many transaction) 
High Latency / (Maybe) High Throughput
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Verify Policy & Order

Organization A Organization B
Client Client

Reducing batch timeout will decrease latency,
but at the Expense of total throughput.

Increasing max message count will generally increase total throughput
at the Expense of transaction latency.

Max Message Count: The maximum number of transactions/messages to permit in block

Absolute Max Bytes: The (strict) maximum number of bytes allowed for serialized 
transactions/messages in a block

BatchTimeout: After this time a batch cut-off will be forced

Max Message Count: The maximum number of transactions to permit in block (OBP: 10)

Absolute Max Bytes: The (strict) maximum number of bytes allowed for serialized 
transactions in a block (OBP: 98Mb)

BatchTimeout: After this time a batch cut-off will be forced (OBP: 2.000 mS)



Hot Keys
Remember Row Locking from Database  World
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Orderer

peer0

Client

Func WhatEver()

{

…

cnt=GetValue(TxCnt);

cnt++;

WriteValue(TxCnt, cnt);

…

}

Hot Key!

TxCnt Version = 8
Write TxCnt →

Version ++

TxCnt Version = 8

Max Message Count = 4

Version→ 9

8≠ 9

8≠ 9

8≠ 9



Leader Peer & Ancher Peer(s) and Gossip
Hyperledger Fabric
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Verify Policy & Order

Organization A Organization B
Client Client

Leader assignment is Static or Dynamic

Gossip is peer to peer Communication
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Verify Policy & Order

Organization A Organization B
Client Client

….

Anchor assignment is Static

Gossip is peer to peer Communication

Which Peers do you have?
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Verify Policy & Order

Organization A Organization B
Client Client

Gossip is peer to peer Communication

“Alive” Messages (cryptographically signed)

State Reconciliation
(Pull missing blocks from other peers)



Defining an Endorsment Policy
Hyperledger Fabric



Define an Endorsement Policy
From a Technical Point of View

• Any 1/6

– 2/6, 3/6, 4/6, 5/6, 6/6

• 1 from A & 1 from B

– 2/A & 2/B, 3/A & 3/B

• 1 or 2 or 3 from “Myself”

• …
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Verify Policy & Order

Organization A Organization B
Client Client

• What would you Consider a good (technical) Endorsement Policy

– In Real life the Business will also have requirements on the Endorsement Policy 
• Very probably related to trust (or the lack of..)



Private Data (SideDB)
Hyperledger Fabric
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1234567890
0987654321
Wheel
17 Inch
Silver
Changes Over Time
…It depends ….

Car Factory Car Dealer 1 Car Dealer 2

Sell 1234567890

ItemNR:
SerialNR:
Name: 
Size: 
Colour: 
Owner: 
Price:

CarPart Data
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sellpart(ItemNR, SerialNR, newOwner, price);

Factory Client does Transaction Request to “1 Peer of Factory”

Peer returns RWSet

Orderer does Policy Check; Create Block; Send to ALL Peers

Collected by Factory Client; Send to Orderer

Every Peer Validates RWSet; Commit

Car Factory Car Dealer 1 Car Dealer 2
Endorsement 

Policy: 
1 Peer of 1 

Organization

Sell 1234567890



Private Data Solution

• Private Data is stored in a “Collection”

– Non-Private Data is in the Transaction and stored in the Ledger

• Goal is to Exclude Private Data from Transaction

– No Private Data Through Orderer

• Private Data is shared peer-to-peer with authorized peers
– Defined within the “Collection”

• Hash of Private Data is Included in Transaction and stored in State Database

– Hash serves as evidence of Private Data

– Hash is used for Validation of Private Data
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Transaction
Primary RWSet

• ItemNR,  SerialNR, Name, Size, Colour, Owner
Hashed Private RWSet

Collection: CarPart Private Details
• Private Write Set

• Price
Policy: Ftry, Dlr1

requiredPeerCount: 1
maxPeerCount: 2

blockToLive: 3

Attempt to Disseminate
during Endorsement

Who will be allowed to 
receive this Data

Required
Dissemination during 

Endorsement

Time to live in block count

Transaction & Collection



B
lo

ck

State

Private State

Transient StorePrivate Writeset
Storage

p0Dlr1

Store Prv
Data

State

Private State

Transient StorePrivate Writeset
Storage

p1Dlr1

Block
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Client State

Private State

Transient StorePrivate Writeset
Storage

p0Ftry

State

Private State

Transient StorePrivate Writeset
Storage

p1Ftry

…PeerCount

…
Pee

rC
o

u
n

t

Orderer

Store Prv
Data

Trx Proposal

Store Prv
Data ……..Gossip

Block

KV KV

KV KV

RWSet

blockToLive

KV KV

KV KV KVKV

KV KV



Hyperledger Fabric Overall Performance

Oracle Blockchain Platform
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Orderer

peer0 peer1 peer2

Client
Language of 
Application

Chaincode
Language

World State
Database

Consensus
Mechanism

Block Size

Distribution of Work in 
Blockchain Network

(Virtual) Iron 
& 

(Virtual)  
Infrastructure
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Happy to Connect
www.linkedin.com/arjantenhoopen




